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Workshop:
Securing the Embedded World: Effective Testing

Agenda:

10:15 - 10:30: Welcome Coffee
10:30 - 10:35:  Introduction (J. Lapon, KUL) 

10:35 – 11:00: Strengths and Pitfalls of Embedded Security Testing Tools (J. Lapon, KUL)

11:00 - 11:25: Exposing Remote Access Risks: A WebRTC Analysis Framework (V. Goeman, KUL)

11:25 - 11:50: Onweer: Automated Resilience Testing through Fuzzing (G. Coremans, VUB)

11:50 - 12:00: Discussion



VLAIO/COOCK:

BUGATTI -Embedded Security Testing and Automation



Partners and User group



VLAIO Coock

• Collective R&D and Knowledge dissemination
• 3 years (since April 1st)
• user group meetings (3/year)
• hands-on seminars/workshops

• Goal: Integration in ‘your’ organization



Goals

Security testing of IoT applications

• Tools for static analysis of device firmware

• Advanced dynamic/pen-testing techniques

Secure configuration, deployment and management of IoT

• Infrastructure as code

• Attack detection, security-orchestration and incident response



• Embedded Security 
detection, mitigation, handling, 
compliance, legislation…

• Privacy Enhancing Technologies 
anonymization, controlled release and retention of 
sensitive data…

• System security
multi-variant execution, memory vulnerability 
mitigations…



SOFT
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Strengths and Pitfalls of Embedded Security Testing Tools

From CVE Overload to Actions

Jorn Lapon
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Why Embedded Security Testing Matters

EU regulations (CRA, RED-DA,…) now make
 

 security testing mandatory for your products.



Category Purpose Input Examples

SAST 
(Static Application Security Testing)

find coding flaws, memory issues source code cppcheck, clang-tidy, flawfinder

DAST 
(Dynamic Application Security Testing)

trigger unexpected behavior/exploits running/emulated applications AFL, CI Fuzz, Aikido DAST, …

SCA 
(Software Composition Analysis)

known vulnerabilities (CVEs) dependency manifests, SBOMs Grype, Snyk, (build-tools)

Network Scanners (DAST style) fingerprinting to infer 
versions and CVEs

network-exposed endpoints of 
running/emulated system

Nmap, Nessus, OpenVAS

Configuration/Hardening 
Analysis

check how software and OS are built 
and configured

image config, file system Lynis, OpenSCAP, Yocto Security 
Flags

Firmware Analysis Combines binary extraction and 
vulnerability scanning

firmware/binary blobs EMBA, FACT

… many more …

Types of Embedded Security Tools



▪ CVE – Common Vulnerabilities and Exposures
• CVE-2023-37822

Known Vulnerabilities

Fix it

Fixed it

– responsible disclosure



▪ CVE – Common Vulnerabilities and Exposures
• CVE-2023-37822

Known Vulnerabilities – CVEs Everywhere



Great, we can find out what software and libraries
 are vulnerable and we need to patch!

So what’s the problem?



Your Customer

We found critical vulnerabilities 
CVE-XXXX, CVE-YYYY, CVE-ZZZZ in your device!

Fix them?





Six Insights in CVE management
1. Incorrect entries in CVE Databases 
2. Incorrect identification of software packages
3. Unexploitable Vulnerabilities
4. Backporting – patched or not?
5. Build System
6. SBOMs To the Rescue



1. Incorrect entries 
in CVE Databases









1. Incorrect entries in CVE Databases

https://nvd.nist.gov/vuln/detail/cve-2024-6604
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And it’s getting worse
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Number of CVEs in the Linux kernel
(Overflow + Memory; cvedetails.com 2025/11/07)



2. Incorrect Identification 
of Software packages



2. Incorrect Identification of Software Packages

1. Name + version
2. CPE – Common Platform Enumeration – naming scheme

cpe_version

part: a[pplications], h[ardware], o[perating system]

vendor

product

version, update, ediction, language, sw_edition, target_sw, target_hw, other



▪ Exact identifiers: 
• From manifest files, package managers and SBOMs 

▪ Heuristic identification:
• fingerprints & headers (Network Scanners)
• regex/string matching (binary analysis, firmware tools)

2. Incorrect Identification of Software Packages

Often failures in identification:
- Wrong software package
- Partial or wrong version

Sometimes ‘near’ exact:
- Package Manager:   libxml2@2.9.14
- NVD CPE:   cpe:2.3:a:xmlsoft:libxml2:2.9.14



2. Incorrect Identification of Software Packages



3. Unexploitable 
Vulnerabilities

False Positive … for now



3. Unexploitable Vulnerabilities

kernel module/driver/code 
must be present/loaded to be exploitable

= part of UVC Driver (USB Video Class)



▪ Package not present, or vulnerable code not accessible

function not used, module not loaded, #ifdef …

• Add CVE to ignore list?
• What if it is used later?

• ! Make sure that quietly re-enabling is not possible !
• e.g., “nm mybinary | grep vulnerable_function”

• Document it

3. Unexploitable Vulnerabilities



4. Backporting



• Backporting is the process of porting a software update that was developed for a 
relatively current version of a software entity, to an older version of the 
software. [wikipedia]

Backporting – patched or not?

Linux-Yocto, BuildRoot, Vendor BSP layers (TI, NXP, Renesas), …:
 - in built-in layers
 - in custom code

enterprise and long-term support (LTS) Linux:
Debian, Ubuntu, CentOS, and Red Hat Enterprise Linux (RHEL).

CVEs listed may be False Positive (they are patched)

https://en.wikipedia.org/wiki/Porting
https://en.wikipedia.org/wiki/Software_update
https://en.wikipedia.org/wiki/Software_versioning
https://en.wikipedia.org/wiki/Software


5. Build System

Your Friend



▪ CVE detection in Yocto and BuildRoot

• Yocto: 
• cve-check
• Backporting, false positives: cve-extra-exclusions.inc

• BuildRoot:
• pkg-stats
• backporting, false positives: cve.ignore, cve.fixed
• XXX_IGNORE_CVES (ignore per package)

5. Build System



▪ Build vs Runtime dependencies
▪ Static libraries not found in Runtime
▪ Vulnerabilities not detected:

• Incorrectly included dependencies (e.g., not added as build package)
• Patched package overwritten with higher layer unpatched package?
• Removed during layered build
• …

5. Build System



6. SBOMs 
to the Rescue

or Not?



Benedetti et al., 2024:

 75% of packages in SBOM 
not present (Python)



▪ Target: core-image-demo, qemux86-64, Yocto 5.0.13 Scarthgap
6. SBOMs to the Rescue - Experiments

Unpatched 
CVEs

Vulnerable 
Packages

1. Yocto 355 glibc
libsndfile1
qemu-native
kernel

2. Yocto Runtime 350 glibc
kernel

3. Grype – SBOM 0 0

4. Grype – SBOM + FIX 84 28

5. Grype – SBOM Runtime + FIX 478 46

Mainly build packages

3 347 129
2

2. Yocto Runtime 5. Grype SBOM Runtime

Unpatched

131
Patched/Ignored
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▪ Database ≠ Truth

▪ Fixing ≠ simple patching: 
• document backports, ignore lists,…

▪ Document configuration (modules/drivers/…)
▪ Build systems already hold truth
▪ SBOMs are only as smart as their source

Lessons Learned – From CVE Overload to Actions



Interested in joining Bugatti:
 Contact: 
   Jorn.lapon@kuleuven.be
   Coen.De.roover@vub.be

mailto:Jorn.lapon@kuleuven.be
mailto:Coen.De.roover@vub.be
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